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Sound System of Internal Control

Risk Management Policy

Control Environment - Deployment of Risk Registers

Quality of Risk Assessment

Quality of Risk Management

Information and Communication



My Role
The Head of Risk Management is responsible for...

Supporting the Directors in accountability and 
visibility of risk management issues and to assure 
internal controls needed to manage and control 
risk in compliance with the Turnbull Report
To create a Forum for risk management
To participate in the review of change initiatives
To act as a single point of contact for risk 
management

Internal Control And Risk Management Policy



Risk Tolerance

Strategic Options

Value Drivers
Turnover Growth
Profit Margin
Capital Expenditure
Current Expenditure
Cost of Capital

Opportunities

Assumptions

External 
Risks

Strategic Choices

Risk Tolerance

Inherited RiskOperating 
Company



Control

X
Processes

3 typical weaknesses of Internal Control

X
Failures

Inputs Outputs

Resources

3 Feedback

KPI’s 1
Break point 1: 
May not be 
measuring the 
right things

2

Break point 
3: Action not 
initiated or 
completed

Break point 
2: Trigger 
levels not set 
or ignored



Defining a Risk
A risk consists of a description and an assessment, an 
effective description has the following characteristics

Has a 
context

Threat in  
the future

Specific and 
unambiguous

Defines 
variables

xx xx“Late delivery”

“Without a core programme 
forecast we may decide to 
order the wrong amount of 
equipment”

“The 3 GPRS market 
propositions may not be 
available in time for launch”

x x

“Radio programme roll-out” xx x



Risk Breakdown
Develop the scenario by breaking it down using a cause 
and effect process

Team may fail to 
achieve overall 

customer satisfaction 
targets

Consumer Team 
may fail to achieve 
overall customer 

satisfaction targets

Threat

Context
Specific

Business Team 
may fail to achieve 
overall customer 

satisfaction targets



How are risks recorded?
Risk registers are used as the principal way of recording 
risks, there are many registers currently in use

Human Resources & Quality

Strategic

Project Risk 
Registers

Business 
Cases

OPIDs

BT Cellnet
Turnbull Risk 

Register

Strategic 
Agenda

• Marketing
• Customer Service
• Technology
• Information Technology
• Legal & Business Affairs
• Finance
• Human Resources
• Strategy & Business Affairs

Functional Risk Registers

Customer Service

BT Cellnet Retail

Programme Risk 
Registers

Radio

Transmission
Services

Core

GPRS
Operations Change
Space

Product Plan Risk Registers

Business Continuity

Security
Compliance
Health & Safety

Environment

Information Technology

Finance

Business Change

Business as Usual

Audits

Fast-Track
Risk Process



Some Business Risks
Risk Description

Financial
Our business may be impaired if we are unable to satisfy our substantial 
liquidity and capital resource requirements.

Assets
The development costs of our UMTS mobile networks will be substantial, the 
demand for UMTS services is uncertain and we may not make an economic 
return on our investment

People
Our growth will be limited if we are unable to recruit and retain key personnel

Technology
Our business is highly dependent on technology and new  technologies may 
develop that could reduce the marketability of our services and products

Suppliers
We are dependent upon suppliers of GPRS and UMTS handsets, network 
equipment and software being able to meet our requirements and on applications 
developers to develop products that will increase demand and generate revenues.

Source: Taken from mmO2 Summary Listing Particulars



Some Industry Risks
Risk Description

Competition
There may be intense and increasing competition from existing providers of 
mobile services and new market entrants, which could result in decreases in 
customers, revenues and profitability. 

Regulation
The mobile telecommunications industry is highly regulated.  Regulation may 
limit the flexibility to manage the business.

Customer
Alleged health risks associated with mobile telecommunications could lead to 
decreased usage of services and products, increased difficulty in obtaining 
transmitter sites or potential liability.

Intellectual Property
The value of intellectual property may be reduced, and the ability to compete 
may be harmed if we are unable to protect our intellectual property rights; the 
ability to compete could also be harmed if we are unable to use all intellectual 
property needed for our business.

Source: Taken from mmO2 Summary Listing Particulars



Risk Ownership

A Risk Owner is responsible for the 

management of appropriate policies, 

procedures, activities and resources to 

contain the risk within acceptable limits.



Monitoring Risks

Agreed description of the risk and its 
impact

The actions to deal with the risk

How the actions will be monitored

How the risk will be monitored

When the risk will be reviewed



Trigger points
It is critical to understand what measures will be used to 
monitor the risk and set trigger points that can enable 
further action to be taken.

Single 
month

Trigger level - Board Review

Exception report



Example Monthly Exception Report
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Example Annual Review
Risk Description:M/H Owner: A Person

Contact: A. N. Other

67

70

73

76

79

82

85

Apr- May June Jul Aug Sept Oct Nov Dec Jan Feb

Owners Comments:

Illustrative only -
not actual resultsRecommendation: 1. Remain in Top Ten, description unchanged  

2. Change likelihood to High
3. Review trigger and actions

Rationale: Current trend has improved but may not be maintained.



Conclusion

No complex IT solution

Focus on the risk “architecture”

Improving the risk descriptions

Enabling effective monitoring

but still more to do…..
I would like to benchmark the approach in BT Cellnet with other companies -let 

me know if you would like to participate.

ian.isaac@btcellnet.net
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